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Abstract– Nowadays, user authentication is one of the important topics in information security. Authentication is necessary
in multi-user systems. User name and password are used to authenticate a user. Text-based strong password scheme can
provide security to a certain degree. Users tend to pick short passwords or passwords that are easy to remember, which
makes the passwords vulnerable for attackers to break. Furthermore, textual password is vulnerable to shoulder-surfing,
hidden camera and spy-ware attacks. Graphical authentication has been proposed as a possible alternative solution to
text-based authentication, motivated particularly by the fact that humans can remember images better than text. However,
they are mostly vulnerable to shoulder surfing. In this paper, we propose a Multi-level Scalable Textual-Graphical Password
Authentication Scheme for web based applications. This scheme integrates both graphical and textual password schemes,
and provides multi-level authentication scheme as compared to previously proposed single level scheme. In this scheme
multi-level authentication is obtained by making use of SMS service, hence provides more secure service. This scheme shows
significant potential bridging the gap between conventional textual password and graphical password. Further enhancements
of this scheme are proposed and briefly discussed.

Keywords– Multi-level authentication, multi-level security, SMS based security, intrusion prevention, shape based authen-
tication.
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1 Introduction

In the age of faceless e-commerce, Authentication pro-
vides crucial on line identity. The most simplest use
of authentication is to validate users while accessing
ATMs and email accounts. It involves confirming the
identity of a person or software program. We use pass-
words for this purpose. In modern times, user names
and passwords are commonly used by people during a
log in process that control access to protected computer
operating systems, mobile phones, cable TV decoders,
ATM , etc. A typical computer user has passwords for
many purposes: logging in to accounts, retrieving e-
mail, accessing applications, databases, networks, web
sites, and even reading the morning newspaper on line.
Human brain has the remarkable ability of remember-
ing things that it sees than abstract things like sequence
of letters. This is true with passwords that contain
sequence of letters and is evident from number of times
we forget our passwords. The authentication system
that is in use today is more convenient for machine than
human beings. If we use an image related password
then clearly it will be easy to remember [1].

A graphical password [2] is an authentication sys-
tem that works by having the user select from im-
ages, in a specific order, presented in a Graphical
User Interface (GUI). For this reason, the graphical-

password approach is sometimes called Graphical User
Authentication (GUA). Graphical passwords although
less common are known to all. However,for sake of
convenience in remembering textual passwords users
generally tend to overlook their benefits. They tend to
pick short passwords which makes passwords vulner-
able to attacks [3]. Furthermore textual passwords [4]
are prone to shoulder surfing, hidden camera and spy-
ware attacks [5]. Graphical Password schemes have
been proposed as an alternative to textual passwords,
motivated partially by the fact that humans can remem-
ber pictures better than text [6]. Graphical passwords
are particularly useful for systems that do not have
keyboards. Graphical passwords allow users to click on
certain areas of the screen that are then converted by the
computer to be used for authentications. In addition,
the possible password space of a graphical password
scheme may exceed that of text-based schemes and
thus presumably over higher level of security. It is
also difficult to devise automated attacks for graphical
passwords. As a result, graphical password schemes
provide a way of making more human-friendly pass-
words while increasing the level of security. Due to
these advantages, there is a growing interest in graph-
ical password.

We propose to implement a Scalable Shoulder Surf-
ing Resistant Textual Graphical Password Authentica-
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tion System which has the following salient features:
• Shoulder-surfing, hidden-camera and spy-ware re-

sistant. The secret cannot be stolen even when
an attacker watches or camera-records the victim
enter the password.

• It is immune to brute-force attacks through dy-
namic and volatile session passwords.

• It supports both keyboard and mouse as input
devices.

• A 5 letter length password which can provide more
security than a longer password.

• It provides additional security by forcing user to
enter captcha and a secret key supplied to him on
the user’s registered mobile.

2 Literature Review

Textual alpha-numeric passwords were first introduced
in the 1960s as a solution to security issues that became
evident as the first multi-user operating systems were
being developed [7].

A graphical password scheme, in which a password
is generated through asking the user to click on a
graphic or an image provided by the system, is de-
signed by Blonder [8]. When creating a password, the
user is asked to choose four images of human faces
from a face database as their own password. In the au-
thentication stage, users must click on the approximate
areas of those locations. This method is considered as a
more convenient password scheme than textual scheme,
for the image can help users to recall their own pass-
words. Wiedenbeck, et al. [9] extended the approach
and proposed a system called “PassPoint”. It allows
users to click on any locations on the image to create
the passwords. The system will calculate a tolerance
around each pixel which has been chosen. The users
must click within the tolerance of the chosen pixels.

“Passface” is a technique developed by Real User
Corporation based on the assumption that people can
recall human faces easier than other pictures [10]. The
basic idea is as follows. The user is asked to choose
four images of human faces from a face database as
their future password. In the authentication stage, the
user is presented with a grid of nine faces, consisting of
one face previously chosen by the user and eight decoy
faces. The user recognizes and clicks anywhere on the
known face. This procedure is repeated for several
rounds. The user is authenticated if he/she correctly
identifies all the faces.

Jermyn, et al. [8] proposed a technique call “Draw a
Secret” (DAS). This system allows users to create their
own passwords by drawing something on a 2D grid.
When a user finishes the drawing, the system stores
the coordinates of the grids occupied by the picture.
During authentication, users must re-draw the picture
which had been created by them [11, 12]. The user
will be authenticated if the drawing touches the same
gird in the right order. The password space of this
scheme is proved to be larger than the full text-based
password space.

Thorpe and van Oorschot [13] analyzed the memo-
rable password space of the DAS. Graphical dictionar-
ies were introduced and possibilities of a brute-force
attack using dictionaries are studied. They showed
that a significant fraction of users will choose mirror
symmetric password, since people recall symmetric
images better than asymmetric images. Thorpe and
van Oorschot [13] also studied the impact of password
length and stroke-count as a complexity property of the
DAS scheme. In order to improve the security, a “Grid
Selection” technique is proposed. It allows users to
select a rectangle region as the drawing grid, in which
they may input the password. This method increases
the DAS password space significantly.

To address the issues in textual and graphical pass-
word system, Huanyu Zhao and Xiaolin Li [5] have pro-
posed a textual graphical password system, named scal-
able shoulder-surfing resistant textual-graphical pass-
word authentication system, which seamlessly inte-
grates the textual and graphical passwords.

In this scheme to login, the user finds all his/her
original pass characters in the login image and then
make some clicks inside the invisible triangles which
are called pass-triangles created by 3 original pass
characters following a certain click-rule. Alternatively,
the user can input/type a textual character chosen
from inside or on the border of the pass-triangle area
instead of clicking by mouse. Such character is called
session pass-character. Therefore, the final inputs could
be either several session pass-clicks or several session
pass-characters. These session pass-clicks or session
pass-characters is a users session passwords. There are
two kinds of passwords in the authentication system
proposed by [5], the original passwords and the session
passwords. Users choose their original passwords when
creating their accounts. In every login process, users
input different session passwords so that they can
protect their original passwords from releasing. The
click-rule for single-set scheme is as follows.

In this scheme for the users password string k, the
first character is numbered in k as k1, the second k2,
the third k3, etc. The remaining characters were num-
bered as k1, k2, k3, . . . , kn−1, kn, n = |k|. To login, users
finds k1, k2, k3, . . . , kn−1, kn in the login image. Then the
first click must be inside the pass-triangle formed by
k1, k2andk3. The second click must be inside the pass-
triangle formed by k2, k3andk4. Recursively, the ith click
must be inside the pass-triangle formed by kimod|k|,
k(i+1)mod|k| and k(i+1)mod|k| i = 1 . . . n. This is the “basic
click-rule”.

The drawback in the above system is that there is
an ambiguity that users face in deciding the center
character of the pass-triangle. As shown in Figure 1,
the user may not be able to decide between ’x’ , ’2’
and ’A’.

Chun-Shien Lu et al. [14] has described an Image
Retrieval Authentication System as a computer system
for browsing, searching and retrieving images from a
large database of digital images. It uses a password
system proposed by [5] where login image is generated
locally specification of image (eg. icon in the image) is
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Figure 1. Ambiguity in selecting center character of pass-triangle

Figure 2. The work-flow of our password authentication system

transmitted instead of the entire image pixel by pixel
from client to servers, which reduces authentication
time and server overheads. It uses the same technique
as explained above but instead of just alphabets, this
system uses images which the users find easier to
remember.

This problem can be overcome by our proposed
system.

3 Our Proposed Scheme

Multi-level Scalable Textual-Graphical Password Au-
thentication Scheme is designed to be used in
client/server environments as most password authen-
tication systems especially in systems that require high
security to keep any confidential data secure, such as
online banking sites. It is a textual-graphical password
system which seamlessly integrates the textual and
graphical passwords. It provides a way of making more
human-friendly passwords while increasing the level
of security. Algorithm 1 shows the algorithm for our
proposed system and the Figure 2 shows the entire
process of our password authentication system.
• We consider a large image which is actually a table

consisting of alphabets, numbers and symbols. The
alphabets are both in upper case as well as lower
case. This large image is displayed to the user as
a 9 ? 9 grid containing the smaller images. Let us
consider that all the available options of letters for
making a password form a set T.

• There is a string k which is the users password

Input: User name and a password
Output: Final login page

1: Start
2: if User name exists in database then
3: Go to step 7
4: else
5: Go to step 2
6: end if
7: for (i = 1, i ≤ 3, i ++) do
8: if password of length k entered by the user is correct

then
9: Go to step 15

10: else
11: Go to step 7
12: end if
13: end for
14: Go to step 1
15: Generate display image
16: for (i = 1, i ≤ | k |, i ++) do
17: Enter session password
18: if Password is correct then
19: Go to step 16
20: else
21: Go to step 25
22: end if
23: end for
24: Go to step 31
25: Generate and display CAPTCHA
26: if CAPTCHA entered is correct then
27: Go to step 1
28: else
29: Go to step 1
30: end if
31: Generate and display CAPTCHA
32: if CAPTCHA entered is correct then
33: Go to step 37
34: else
35: Go to step 1
36: end if
37: Ask user to enter his mobile number
38: Send session id to this mobilw number via SMS
39: if The session id is correct then
40: Go to step 44
41: else
42: Go to step 1
43: end if
44: Final login page

Algorithm 1: Proposed System

containing a combination of alphabets, numbers
and symbols previously chosen and memorized by
the user, which is named as original password. The
characters in k are called original pass-characters.
Let |k| denote the length of the users password k.

• Initially, the system randomly scatters the set T in
the login image as shown in Figure 3.

• The user must find all his/her original pass-
characters in the login image and then make some
clicks inside the invisible squares which are called
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Figure 3. Table as seen in login image

pass-squares created by 4 original pass characters
following a certain click-rule. Alternatively, the
user can input/type a textual character chosen
from inside of the pass-square area instead of
clicking by mouse. Such character is called session
pass-character. Therefore, the final inputs could be
either several session pass-clicks or several session
pass-characters. These session pass-clicks or ses-
sion pass-characters is a users session passwords.

• There are two kinds of passwords in the our
system, the original passwords and the session
passwords. Users choose their original passwords
when creating their accounts. In every login pro-
cess, users input different session passwords so
that they can protect their original passwords from
releasing.

• The click-rule for single-set scheme is as follows.
For the users password string k, we number the
first character in k as k1, the second k2, the third
k3, the fourth k4 and the fifth k5. To login, users
have to find out k1, k2, k3, k4, k5 in the different login
images. The first click must be in the centre of the
pass-square (pass-square will always be an odd-
ordered matrix i.e. 3 ? 3 or 5 ? 5 or 7 ? 7 or 9 ? 9)
formed by k1, k2, k3 and k4. The second click must
be inside the pass-square formed by k2, k3, k4 and
k5. The third click must be in the center of the pass-
square formed by k3, k4, k5 and k1. The fourth click
must be in the center of the pass-square formed by
k4, k5, k1 and k2. The fifth click must be in the center
of the pass-square formed by k5, k1, k2 and k3.
To show the login process let us consider an exam-
ple:

We assume that the user Alice’s original password
k is “ABCDE”. Since the length of the password is,
|k| = 5, based on the basic click-rule, Alice has to
click five times correctly in the right sequence to be
authenticated. The five combinations of password in
order are “ABCD”, “BCDE”, “CDEA”, “DEAB” and
“EABC”. The login procedure consists of the following
five steps and is also shown in the figures below:

1) Alice finds her pass-characters “A“, “B”, “C”
and “D”, then clicks on the letter(session pass-
character) in the centre of the pass-square or
types that pass-character (e.g., “1”) as shown in
Figure 4(a).

2) Alice finds her pass-characters “B”, “C”, “D” and

(a) Screen 1 (b) Screen 2

(c) Screen 3 (d) Screen 4

(e) Screen 5 (f) Screen 6 - Captcha

Figure 4. Login Process

“E”, then clicks on the session pass-character in
the centre of the pass-square or types that pass-
character (e.g., “W”) as shown in Figure 4(b).

3) Alice finds her pass-characters “C”, “D”, “E” and
“A”, then clicks on the session pass-character in
the centre of the pass-square or types that pass-
character (e.g., “x”) as shown in Figure 4(c).

4) Alice finds her pass-characters “D”, “E”, “A” and
“B”, then clicks on the session pass-character in
the centre of the pass-square or types that pass-
character (e.g., “R”) as shown in Figure 4(d).

5) Alice finds her pass-characters “E”, “A”, “B” and
“C”, then clicks on the session pass-character in
the centre of the pass-square or types that pass-
character (e.g., “h”) as shown in Figure 4(e).

6) These five screens are followed by CAPTCHA [15]
which has to be correctly entered by the user.

7) A verification in the form of an SMS will be
sent to the user on his mobile number which is
retrieved from the database of the system. This
SMS contains [16] a randomly generated session
id which is also been stored in the database. We
ask the user to enter this session id. This is the
last stage of authentication and once the correct
session id is entered the user is allowed to login.
Now user can see final logged screen as shown in
Figure 5.



120 REV Journal on Electronics and Communications, Vol. 3, No. 3–4, July – December, 2013

Figure 5. The final logged in screen

Table I
Login Time (seconds) for All Correct Inputs at Session 1

Type Avg. time
Our system 25.2
Scheme proposed in [5] 38.7

4 Testing

4.1 Methodology

To discuss the usability of our proposed system we
invited 20 students from our institute to our lab. They
were in the age range of 20 to 30 and none of them were
familiar with graphical password schemes. We compare
the performance of password system proposed in [5]
with our proposed system.

The participants select a password and form an im-
age from their passwords using both types of authen-
tication systems. After a short delay (about 5 minutes),
all the participants should log in repeatedly until ten
successful logins were achieved.

For each participant, the corresponding scheme was
instrumented to collect data on the number of correct
and incorrect logins and the time for each login.

Two separate tests were carried out to calculate the
avg. time taken by the participants to mark triangle
and square on the image. This test is carried out in 10
consecutive lab sessions and the average time is noted
down.

4.2 Login

All participants achieved the criterion of ten correct
logins. With the scheme proposed in [5] seven of the ten
participants accomplished the criterion in ten attempts
with no errors. With our system eight of ten partici-
pants accomplished the criteria in ten attempts with no
errors. This means that success rate using the technique
proposed in [5] was 70% and that of using our system
is 80%.

The mean time for correct password inputs was also
analyzed. As shown in Table I the participants took
less time to log in with our system than that with the
scheme proposed in [5].

It is observed that the participants took more time in
selecting triangle on the image, since the participants
found it difficult to select a triangle on the image in
such a way that the character appears exactly at the

Table II
Time in Seconds to Pass 5 Images for a 5 Character Password

Type Avg. time
Our scheme 5.0
Scheme proposed in [5] 10.2

center of the triangle. The participants took lesser time
to select square on the image in such a way that the
character appears exactly at the center of the square.
The observations are shown in Table II

5 Analysis and Discussion

In our scheme, users have to find out their pass-
characters and then click inside the pass-square areas.
However, attackers have the chance to click the right
areas just by random-click even though they do not
really know the password. This kind of attack is called
“random-click attack”.

To resist random-click attack, users are required to
click several times followed by some click-rule just like
the basic scheme proposed in [5]. As explained with
an example in Section 3, if the password is “ABCDE”,
the user has to click five times to login. The problem is
that whether five-character password is long enough
to resist the random-click attack? If the attacker is
“lucky” enough, he/she might be able to click inside
the correct triangle regions correctly just by random-
clicks. We observe that the size of the pass-square area
greatly affects our system’s security level. If the size of
every pass-square area is too large, attackers are able
to click inside the right areas with higher probabilities.
To evaluate the security level, we should find out the
expected average size of the pass-square areas, which
is an important measure of our scheme’s security level.

Consider our basic scheme. Without loss of general-
ity, we divide the login image region into n ? n grids. We
assume that each character in the set T , which consists
of all the 94 available password characters, is placed
randomly in the center of every grid. In addition, we
assume the length of the border of the login image is
L. The two vertices’s of a pass-square hold coordinates:
B(X1, Y1) and C(X2, Y2). X1, Y1, X2, Y2 are independent
with each other. Each of them is distributed uniformly
between L/n and L as shown in Figure 6. Two vertices’s
are sufficient to calculate the area of the square.

Considering the square selection as shown in Fig-
ure 6, its area can be calculated by applying distance
formula is given by,

A = (X2 − X1)
2 + (Y2 −Y1)

2 (1)

The expected average square area is,

E(A) =
n

∑
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n

∑
g=1

n

∑
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n

∑
j=1

∣∣∣∣∣
(

f
n
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n

)2
+

(
i
n
− j

n

)2
∣∣∣∣∣ 1

n4

(2)
In the basic password authentication scheme, we have

94 printable characters. As an example, 9 ? 9 grids are
able to contain all the characters. Setting n = 9 in
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Figure 6. The analysis of square area selection

Table III
The Area of Pass-Square as per the Grid Number n

n Square area
3 0.2962962L2

5 0.3199999L2

7 0.3265300L2

9 0.32921810L2

equation 2, we obtain, E(A) = 0.32921810L2 ≈ 0.330L2.
Based on E(A), we know that the success probability
using the random-click attack is given by P(A) =
0.330L2/L2 = 0.330. For a password k, the probability
to get authentication just by random-clicks is 0.330|k|.
Recall the former example, the length of the password is
five. For attackers, the probability of click the right area
for all the five times is P(S)|k| = 0.3305 ≈ 0.003913539.

This probability is pretty low. It is extremely hard for
attackers to get such a “good luck“ to get authentication
just by random-clicks. Attackers are forced to use brute-
force search to break the password. That is, they hope
to try many times, so that even though the probability
to break the system for one time is pretty low, they
can get the authentication by large number of tries. We
will show later how our scheme resists the brute-force
search.

Since the value of E(S) determines the scheme’s
security level, we should try to reduce the value of
E(A). From equation 2, we observe that the parameter
n is an important factor affecting E(A). To show the
relationship between E(A) and n, we calculate several
E(A) value according to different n. We get the follow-
ing results as shown in Table III.

From the Table III we can have following corollary.
Corollary: As the grid number n increases, the expected
average area of a randomly-placed pass-square also increases;
when n approaches infinity (n → ∞), the expected average
area of a square approaches a limit value.
Based on the corollary, to achieve the best security level,
we should make the average size of the squares as
small as possible; thus, we should choose the smallest
grid number that is large enough to host the set of all
characters T.

Shoulder surfing is possible in-case of conventional
textual and graphical password systems. This system
is resistant to shoulder-surfing, hidden-camera and
spyware attacks since at no point the user enters his
original password. Hence there is no way that any
one watching the login process can know the original

password. Our proposed system takes less time to login
as compared with system proposed in [5].

5.1 Random Click Attack
Our system prevents Random Click Attacks in the

following ways
• If the user clicks/types a wrong entry he/she

will be directed to a page enter CAPTCHA. This
ensures that the user is human [17]. Now for
CAPTCHA entry the user is provided a total of
N (for eg N=3) chances which the user will be
aware of. Suppose the user makes all N wrong
CAPTCHA entries he will be directed straight to
the login page.

• If the user enters the correct CAPTCHA he will be
directed to the same screen wherein he had made
a wrong entry. If again he makes a faulty entry the
next time he will be automatically exited from the
login process.

5.2 Brute Force Search Resistant
In our system, there are two kinds of passwords:

the original passwords and dynamic session passwords.
Therefore, there are mainly two ways to brute-force
search our system’s passwords: brute-force search orig-
inal passwords and brute-force search session pass-
words.

Once the user has successfully entered the correct
CAPTCHA, a message with a temporary session ID
will be sent to the user’s mobile phone which has to
be entered by the user. The inclusion of this step of
sending an SMS with the session ID is to ensure that
only the genuine user has access to his/her account.
If by chance an intruder is able to make all the right
guesses using Brute Force Attack and reaches this stage,
he will not gain access to the account as he/she will not
have session ID.

6 Conclusion

Authentication is the need of the hour. With the rise
in intrusion attacks in the various walks of life, a
strong and flexible authentication system is a pre-
requisite. Textual passwords, being easy to remember
and implement, have the danger of being cracked due
to their simplicity. Graphical passwords have their own
disadvantages. Most common would be brute-force
and dictionary attacks. However one cannot deny the
fact that all good things come with a price. Although
graphical passwords have their share of shortcomings
they balance it out with their unique advantages.

The system that we have proposed adopts a visual
login technique that matches the capabilities and limi-
tations of most devices and provides a powerful tech-
nique to authenticate users. Our scheme demonstrates
desirable features of a secure authentication system
being immune to shoulder-surfing, hidden-camera and
spyware attacks. Our system is scalable in that it seam-
lessly matches the conventional text-based passwords
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and can accommodate various lengths of textual pass-
words, which requires zero-efforts for users to migrate
their existing passwords to our scheme. This technique
combines the advantages of both textual and graphical
passwords to come up with a complex but promising
and strong solution against intrusion.

7 Future Enhancements

A few additions and modifications can be made in our
proposed system. Firstly, our system restricts to the use
of a square boundary for asking the user to select the
centre character. Quadrilaterals of different shapes and
sizes can be used. The grid/ square that would form the
selection boundary, as of now, is proposed to be a NxN
matrix where N is an odd number. Eg :3?3, 7?7 and so
on. Grids where N can be simply even or a combination
of odd and even Eg: 3?4, 4?4 can be formed.

Secondly, the system can make use of pictures of
alphabets, numbers and symbols or any images as
graphical password entries in the pass-squares.

As our proposed system has overcome the problem of
shoulder surfing attack, but the time required to login is
incredibly more hence usability will decrease. Therefore
more research has to be carried out as to achieve higher
levels of usefulness.
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