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Abstract– In this paper we investigate the performance of a hybrid Aloha/CDMA radio frequency identification (RFID)
system with quasi-decorrelating detector (QDD). Motivated by the fact that the QDD outperforms the conventional
decorrelating detector (DD) in noisy network scenarios, we study and propose using QDD as one of the most promising
candidates for the structure of RFID readers. Performance analysis in terms of bit error rate and the RFID system efficiency
is considered considering CDMA code collision and detection error. Computer simulations are also performed, and the
obtained results of QDD-based structure are compared with those of DD-based one to confirm the correctness of the design
suggestion in different practical applications of tag identification and missing-tag detection.
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1 Introduction

Radio Frequency IDentification (RFID) is well known as
a wireless technology that automatically and efficiently
identifies the objects. For years, RFID has been widely
implemented in many practical applications for years
such as security check, object tracking, supply chain
management, medical management, and environment
monitoring [1–5]. The technology also plays a key role
in the access layer of the Internet of Things (IoT) para-
digm thanks to its advantages of low cost, simplicity,
and no-line-of-sight radio transmission [6, 7]. A typical
RFID system consists of a reader and a number of tags
each of which is represented by a unique 96-bit (or
128-bit) identity (ID) [8]. The reader tries to detect and
monitor all the tags’ ID quickly and reliably [3, 5].

Although RFID technology has provided numerous
benefits for automatically identifying objects in many
practical applications, it still has problems associated
with tag collision and missing-tag detection. Tag colli-
sion happens when multiple tags transmit their signal
simultaneously [4, 9, 10]. In this case, the signals collide
at the reader and the tags would not be successfully
identified. Besides, missing-tag detection is to find out
whether any tag is missing, which plays an important
role in industrial applications. In oder to monitor a
number of tags, the reader is able to know the presence
and absence of tags. This helps to detect the missing
tag event and reduces the economic loss caused by
shoplifting, employee theft, and vendor fraud [11, 12].

In order to cope with the tag collision and missing-
tag event detection, many communications/access pro-

tocols have been designed. They are based on different
multiple access techniques, which schedule and control
the order of each tag’s transmission. The techniques
could be, for examples, Frequency Division Multi-
ple Access (FDMA), Space Division Multiple Access
(SDMA), Time Division Multiple Access (TDMA), and
Code Division Multiple Access (CDMA) [13, 14]. More
specifically, FDMA-based protocols use different fre-
quency bands for different tags’ responses, while
SDMA-based ones adopt multiple-antenna techniques
or power control algorithms to mitigate the collision.
They, thus, might have a higher performance, yet are ex-
tremely complex and lead to the higher cost as well [15–
17]. In CDMA-based ones, each tag is assigned with a
pseudo-code so that multiple tags could be successfully
identified at the same time without collision with a
suitable design of multi-user detector at the reader.
CDMA technique can be even implemented in a passive
tag whose structure is very simple without internal
power [14], which will be very promising in the context
of the IoT where the number of devices is very large.
In TDMA-based protocols, tags transmit signal in time
slots controlled by the reader. Aloha-based protocol [18]
is adopted as the Medium Access Control (MAC) layer
standard in the context of RFID [19]. Thank to the sim-
plicity and efficiency, the hybrid Aloha/CDMA-based
RFID i.e., CDMA tags randomly respond in time slots,
has attracted many research topics in dense network
scenarios recently, and is also our focus in this work.
In this hybrid scheme, decorrelating detector (DD)
has been first supposedly implemented in the reader
structure [20] thanks to its advantages in mitigating
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Multi-Access Interferences (MAI) caused by the imper-
fectness of the pseudo-codes. The detector has been
also studied in designing missing-tag event detection
protocols [21]. Nevertheless, the DD might also enhance
the background noise according to [22], and thus, might
degrade the performance of RFID systems.

In this paper, we therefore re-study the performance
of hybrid ALOHA/CDMA-based RFID systems
with another multi-user detector, namely Quasi-
decorrelating detector (QDD) [23]. QDD has been
considered as a truncated multi-stage version of
DD, which can overcome the disadvantage of the
noise enhancement in DD. Then, by assuming the
suggested design of QDD installed into the reader
structure, we theoretically analyze the tag identification
performance of the hybrid systems under both code
collision [24] (when transmitted tags share the same
code) and detection errors [8] (due to wireless channel
impairments). We also study the impact of QDD on
the performance of missing-tag event detection, which
is one of the most important issues in the context of
RFID industry. The main contributions of our work are
as follows:

• We first describe the performance of the QDD in
the context of RFID where each tag is assigned
with a Gold code sequence. By adopting the
standard Frame Slotted Aloha (FSA) at MAC
layer, we theoretically analyze the performance
of RFID tag identification in terms of system
efficiency. The performance is studied not only in
a perfect channel model but also an imperfect one
where both the code collision and the detection
error are taken into account.

• We consider the impact of QDD on the
performance missing-tag event detection in
terms of false alarm and false detection. Two
performance metrics i.e., false alarm and false
detection rates are derived and evaluated with
different system parameters settings to describe
the reliability of the detection protocols.

• Computer simulations are performed using Monte-
Carlo method to prove the correctness of our ana-
lysis. The obtained results of both identification
and missing-tag detection protocols with QDD
structure are compared with conventional ones
using DD to confirm the efficiency of the design
suggestion. The comparison is believed to be useful
for system designers in terms of protocol selection
and network structures in the context of RFID-
based IoT.

This paper is organized as follows: In Section 2, the
considered RFID system, transmission channel model,
and the conventional DD are described. Section 3 focu-
ses on the QDD and the performance analysis of RFID
efficiency. Section 4 presents the numerical results and
discussion. Finally, conclusions are drawn in Section 5.
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Figure 1: CDMA-based RFID system with FSA protocol.

2 System Description and Conventional

Approach

2.1 System Model

Our considered RFID system consists of a reader and
N CDMA tags as shown in Figure 1. Each tag has a
unique 96-bit ID, and is randomly assigned with one of
the K = 2m + 1, m is the length of the register, (K < N)
Gold codes of the code set GK [14]. Here, Gold codes
are considered in our model for simplicity, while other
types of code can be implemented in the same way.
Let cj denote by the code of the j-th tag and different
tags might have the same code. The information of
a tag is sent to the reader after spreading by the
corresponding code.

Frame Slotted ALOHA (FSA) is used in our system
as a standard MAC protocol for tag identification. In
particular, the reader first broadcasts a message con-
sisting of a frame size L and a random seed R in
each reading round. Then, tags randomly respond to
the reader their IDs among L slots thank to a hash
function of h(L, R, ID) [25]. During each time slot tags
might be collided and thus, not detected if they use the
same code, which we call code collision. This process
of broadcasting the frame of time slots and collecting
tags’ ID is repeated until all the tags are successfully
identified. Here, it is noted that tags do not respond to
the reader after being detected. Moreover, if we denote
by Nl the number of tags in the l-th slot (l = 1, ..., L),
we have

L

∑
l=1

Nl = N. (1)

2.2 Transmission Channel Model

Since we focus on the impact of the background noise
on the signal detection at the reader, the transmission
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Figure 2: Transmission channel model.
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Figure 3: Reader structure with decorrelating detector.

channel model is assumed to be Additive White Gaus-
sian Noise (AWGN) for a simple analysis, as described
in Figure 2. Nevertheless, we also investigate the system
performance evaluation in a more practical Rayleigh
fading one. In particular, the received signal during the
l-th slot is written as

rl(t) = ∑
j∈{Nl}

sj(t) + nl(t)

=
√

2P ∑
j∈{Nl}

xjcj cos(ωt + ϕ) + nl(t), (2)

where rl(t) is the received signal. nl(t) is White Gaus-
sian noise with zero-mean and σ2-variance. {Nl} is an
index set of Nl tags involving in the l-th slot. The
transmitted signal from the j-th tag denoted by sj(t)
can be expressed as

sj(t) =
√

2Pxjcj cos(ωt + ϕ), (3)

where P is the transmit power, and is assumed to be the
same for every tag. xj ∈ {−1,+1} is the information bit
of the j-th tag. Code cj is written as

cj =
Lc

∑
a=1

c(j)
a p(t− lTc), (4)

where Tc is a chip duration, and each chip c(j)
a of

the code takes either value of +1 or −1. p(t) is a
rectangular pulse i.e.,

p(t) =

{
1 if 0 ≤ t ≤ Tc,
0 otherwise.

(5)

2.3 Conventional Decorrelating Detector

In order to detect signal transmission from many
tags, multi-user detectors are implemented in the re-
ader. According to [14, 20, 21, 24], DD-based protocol
is one of the most efficient solutions for RFID, both in
theoretical and experimental aspects, thanks to advan-

tages of MAI elimination and simple structure. The DD
was first introduced by Lupas and Verdú [26]. Reader
structure with DD is presented in Figure 3. The received
signal during the l-th slot, after removing the carrier, is
fed into a set of filters that match with corresponding
Gold codes in the slot. Then, output signal of the filters,
after sampling, goes to a matrix denoted by R−1 for
the MAI elimination. For more specific illustration, the
filters’ output signal can be expressed in a matrix form
as follows

z = Rx + n, (6)

where R is the correlation matrix generated by the
corresponding codes. x is the vector of transmitted
information bits, and n is a vector of White Gaussian
noise. The signal vector after MAI elimination denoted
by ẑ is then presented as

ẑ = R−1z = x + R−1n, (7)

where R−1 = inv (R), is the inversion matrix of R. The
estimate of x, i.e., x̂ is found as

x̂ = sgn (ẑ) = sgn
(

x + R−1n
)

. (8)

Here, there are two components at the output of the de-
tector, which are signal information x and background
noise with zero mean and variance equal to the jj-th
component of the covariance matrix σ2R−1.

The bit error probability of the j-th tag denoted by
PDD

e (j) can be determined by [23]

PDD
e (j) = Q

 √
SNRj√
(R−1)jj

 , (9)

where Q(·) is monotonically decreasing function de-

fined as Q (x) =
1√
2π

∫ ∞

x
e−t2/2dt while SNRj =

E[s2
j (t)]/σ2 is the signal to noise ratio of the j-th

tag. (R−1)jj is the noise enhancement factor. When all
the elements of R are less or equal to 1, this leads
(R−1)jj > 1 due to non-orthogonal of Gold codes. Thus,
the performance of DD can be severely degraded due to
the enhancement of the noise power. To overcome this
problem associated with the inversion matrix, a new
matrix is used in Quasi-decorrelating detector (QDD)
instead of

(
R−1). QDD has been studied for years

and proved as one of the most efficient solutions to
cope with this situation, which motivates us to propose
this work.

3 Performance Analysis

In this section, we first describe the performance of
QDD and then, analyze the efficiency of the hybrid AL-
OHA/CDMA RFID system with QDD under impacts
of noisy channels.

3.1 Quasi-decorrelating Detector (QDD)
In this subsection, in order to introduce the QDD,

we rewrite the matrix R = I−A, where I is the N× N
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identity matrix and the multi-stage feed-forward matrix
denoted by A, can be written

A =


0 −R12 ... −R1N
−R21 0 ... −R2N

... ... ... ...
−RN1 −RN2 ... 0

 , (10)

where Rmn, m, n ∈ {1, 2, ..., N} is the cross-correlation
coefficient of matrix R [23]. The inverse matrix R−1, can
be represented by

R−1 = (I−A)−1. (11)

Using the geometric series [27], the matrix R−1 in (11)
can be expanded

R−1 = (I−A)−1 = I + A + A2 + . . . + Ar + . . . (12)

If r becomes infinity, (I + A + A2 + . . . + Ar + . . .)
approaches R−1. Here, we denote by Mr a truncation
of (12), with only the first r+1 terms retained, i.e.,

Mr = I + A + A2 + ... + Ar, (13)

is described in Figure 4.
In order to mitigate MAI, QDD uses matrix Mr

instead of the matrix R−1. The output signal from the
filter illustrated in Figure 4, can be determined by

ẑr = Mrz. (14)

The decoded information vector x̂r is

x̂r = sgn(ẑr). (15)

The bit error probability of the j-th tag using QDD,
which is denoted by PQDD

e (j), can be written as (16) [23]
where

MrR = (I + A + A2 + ... + Ar)(I−A) = (I−Ar+1),
(17)

and

MrRMT
r =I + A + A2 + ... + Ar

−Ar+1 −Ar+2 − . . .−A2r+1. (18)

By substituting (17) and (18) into (16), we have (19)
where Sj(QDD) = −Ar+1 − Ar+2 − . . . − A2r+1. As r
becomes infinity, PQDD

e (j) approaches PDD
e (j). Here, it

was analytically shown in [23] that PQDD
e (j) is smaller

than PDD
e (j) in (9) in noisy channels if the number of

feed-forward stage or r is chosen properly, especially
when most the correlation coefficients of R are negative.
On the other hand, it was also numerically pointed out
in [23] that the computational complexity of QDD was
lower than that of DD. DD has to calculate the inverse of
the cross-correlation matrix, while QDD only finds a r-
truncated version of the matrix as described in (17) and
(18). As a result, QDD takes smaller numbers of multi-
plication and addition operations than DD depending
on the selection of r. When r → ∞, the performance of
QDD is as same as DD, while in this work, r = 3 is
selected for computer performance evaluation. Overall,
QDD might be another potential solution for multi-tag
detection in hybrid ALOHA/CDMA RFID systems.

3.2 Performance Analysis of Tag Identification
Efficiency

We now analyze the impacts of both code collision
(when tags in a slot have the same code) and detection
error (caused by wireless channel impairments) on the
system efficiency defined as the average number of
successfully detected tags over a slot. In particular, if we
denote by η the system efficiency, it can be computed by

η =
N

∑
i=1

Paloha(i)
min(i,K)

∑
a=0

aPd(a|i)Ps(a|i), (20)

where Paloha(i) is a probability that i tags among N tags
simultaneously transmit their IDs. It follows binomial
distribution, and can be calculated as

Paloha(i) =
(

N
i

)(
1
L

)i (
1− 1

L

)N−i
. (21)

∑
min(i,K)
a=0 aPd(a|i)Ps(a|i) represents a among the i tags

that can be successfully detected in a slot. Here, Pd(a|i)
is a probability that a tags are not collided, while Ps(a|i)
is a probability that they are successfully detected. We
first derive Pd(a|i) by expressing it under the follo-
wing form

Pd(a|i) = Pcdma(a|i, K)Pc
cdma(i− a|i, K− a), (22)

where Pcdma(a|i, K) is a probability that a tags are
assigned with a different codes of the K codes, which
can be easily written as

Pcdma(a|i, K) =
( i

a)(
K
a)a!(K− a)i−a

Ki . (23)

Pc
cdma(i− a|i, K− a) is a probability that the remaining

(i− a) tags are collided with the (K− a) codes, which
is recursively calculated as (24) [24] where ia = i − a
and Ka = K− a.

We now determine Ps(a|i) in (20) by analyzing the
effect of background noise on the tag detection. Let’s
denote Ps(j) a probability that the j-th tag is success-
fully detected, we have

Ps(j) =
(

1− PQDD
e (j)

)M
, (25)

where PQDD
e can be obtained from (19). Here, it is also

worthy to mention that all M bits of the tag are required
correctly received for a successful detection. As a result,
Ps(a|i) can be found as follows

Ps(a|i) = ∏
j∈{a}

Ps(j), (26)

where a tags indexed by ai. Finally, the system effi-
ciency η can be obtained by simply substituting (22)
and (26) into (20).

4 Performance Evaluation and

Discussions

In this section, the performance of the considered RFID
systems with QDD is evaluated under different system
parameters. The obtained results are also compared
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Figure 4: Quasi-decorrelating detector structure.

PQDD
e (j) =

(
1
2

)N−1
× ∑

x∈{−1,+1}N−1

xj=−1

Q

 (MrR)jj
√

SNRj −∑N
i=1
i 6=j

(MrR)ji xi
√

SNRi√
(MrRMT

r )jj

 , (16)

PQDD
e (j) =

(
1
2

)N−1
× ∑

x∈{−1,+1}N−1

xj=−1

Q


[
1− (Ar+1)jj

]√
SNRj −∑N

i=1
i 6=j

(
Ar+1)

ji xi
√

SNRi√
1 + (A)jj + . . . + (Ar)jj + Sj(QDD)

 , (19)

Pc
cdma(ia|i, Ka) =


1 if ia = 0 or Ka = 0

1−
(

1− 1
Ka

)i−1
if ia = 1

Pc
cdma (ia − 1|i, Ka)−

(
1− 1

Ka

)i−1
Pc

cdma (ia − 1|i− 1, Ka − 1) if ia > 2,

(24)

with those of DD-based one to show the effectiveness
of the proposed scheme. Monte-Carlo simulations are
performed for 1000 iteration runs with Matlab software.

4.1 System Efficiency

In Figure 5, we describe the bit-error-rate (BER)
performance (both theoretically and simulation) of the
QDD and DD with respect to different numbers of
tags, for given SNR of 7 dB. Here, it is noted that
the SNR can be also set by any other values that can
illustrate the effect of noisy channel on the detectors’
performance. The Gold code length denoted by Lc is
set by 31 chips, while the number of stages in QDD i.e.,
r is set by 3. It is observed that the simulation results
match with the theoretical ones, validating the analysis.
The BER also increases with respect to the increasing
of the number tags due to interference. However, the
performance of the QDD is better than that of the DD,
when the number of tags is large enough (≥ 10). The
reason is that the noise has been enhanced in DD under
the effect of the code correlation matrix, while in QDD it
is mitigated thanks to the stage truncation of the matrix.

Number of tags
1 4 7 10 13 16 19

B
E

R

0.0126

0.013

0.0134

0.0138

0.0142

0.0146

DD Theoretical
DD Simulation
QDD Theoretical
QDD Simulation

Figure 5: BER performance of QDD and DD detectors
with respect to a number of tags, given Lc=31, SNR=7
dB, r = 3.
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Figure 6: System efficiency with respect to the number
of tags, given L = 32, K = 30, Lc = 30, SNR = 7 dB.
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Figure 7: System efficiency with respect to the number
of tags, given K = 30, L = 32, Lc = 31, SNR = 7 dB.

We now validate our analysis in the subsection 3.2
by showing the theoretical and simulation results of the
considered system efficiency η with QDD, for a given
number tags in Figure 6. The frame size L and the code
length Lc are supposedly to be 32 and 31, respectively.
We can see that the results are matched to each other,
that confirms the correctness of the analysis.

Under the effect of the detection error and code
collision, the system efficiency η with both QDD and
DD is evaluated with respect to the number of tags and
the number of codes in Figures 7 and 8, respectively.
Here, it is noted that if one among 96 bits of a tag’s
ID is wrongly detected, it is not decoded successfully.
We can see in both figures that the system efficiency
with QDD is larger than that with DD (especially when
the number of codes increases as in Figure 8). The
reason, which has been mentioned above, is the noise
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Figure 8: System efficiency with respect to the number
of codes, given K = 30, L = 32, Lc = 31, SNR = 7 dB.

enhancement in DD caused by the code correlation
matrix R−1, and the noise mitigation in QDD thanks
to the stage truncation of the inverse of the correlation
matrix Mr. The results confirm the advantages of QDD-
based detector in the structure of RFID readers in
comparison with the DD-based one.

The system efficiency with respect to different values
of the frame size is re-plotted in Figure 9, for given
N=1000, K = 30, Lc = 31, and different values of SNR
(SNR=5 dB in Figure 9(a) and 7 dB in Figure 9(b)). It is
interesting to see that for a given value of SNR, we can
choose an optimal frame size that maximize the system
efficiency. In our examples, the optimal frame sizes are
35 and 30 time slots. This fact might suggest a suitable
selection of system parameters for the identification
process in practical systems, which we believe very
useful for system designers.

4.2 False Alarm and False Detection

We now evaluate the performance of the conventio-
nal missing-tag protocol proposed in [21] with QDD.
Two performance metrics i.e. false alarm rate and false
detection rates, denoted by Rfa and Rfd, respectively,
are presented. In particular, false alarm occurs when
an available tag in system is notified missing, and thus,
the rate is defined as follows

Rfa =
Nfa
N

, (27)

where Nfa is the number of available tags detected as
missing ones. On the other hand, false detection occurs
when an actual missing tag is confirmed to be present
in systems and thus, the rate Rfd is defined as

Rfd =
Nfd
N

, (28)

where Nfd is the number of actual missing tags detected
as available ones.
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Figure 9: System efficiency with respect to frame size,
given N=1000, K = 30, Lc = 31.

We specifically plot in Figure 10(a) the false alarm
rate and Figure 10(b) the false detection rate with
respect to different values of SNR. In the figures, N,
L, K, m, and threshold for detection are set to be 1000,
512, 15, 4, and 0.3, respectively. Here, it is noted that
the threshold is used to detect the transmitted binary
bit (i.e., 0/1) from tags. We can see that, thanks to the
efficiency of QDD in coping with noisy channels, the
rates with QDD are lower than those with DD, and they
will be most the same when the SNR keeps increasing.
This is because when SNR increases, the detection error
decreases, and thus, the performance of the protocol is
more reliable regardless of the detector.

Finally, we plot in Figure 11 the rates versus the
threshold where N = 1000, L = 512, K = 15, m = 4,
and SNR=0 dB. Again, we observe that the reliability
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Figure 10: False alarm and false detection rate with
respect to the SNR in the conventional missing-tag
detection protocols with DD and QDD, given N=1000,
K = 15, L = 512, m = 4, Threshold = 0.3.

of missing-tag detection protocol with QDD is mostly
better than that with DD. Based on this simulation re-
sults, system designers might have an optimal protocol
parameters setting depending on practical transmission
environments.

5 Conclusions

In this paper, we have investigated the performance
of a hybrid ALOHA/CDMA RFID system with both
QDD and DD. The structure and the performance of
QDD and DD were re-studied in the context of RFID.
The system efficiency was then re-analyzed in practical
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Figure 11: False alarm and false detection rates with
respect to the threshold in the conventional missing-tag
detection protocols with DD and QDD, given N=1000,
K = 15, L = 512, m = 4, SNR = 0 dB.

environments with the presence of both code collision
and detection error. Computer simulations were per-
formed, which showed that the analytical efficiency
matched with the simulation one. It was also observed
that identification and missing-tag detection protocols
with QDD outperformed those with DD in practical
noisy channels, which we believed useful for system
designers.
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